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1. 3arajapHi MOJIOKEHHSA

Leit moxkymeHT (zani PermaMeHT) onrcye OCHOBHI MPUHIMITN POOOTH
posumpennss DNSSEC.

Jns akruBarnii DNSSEC B nomeni HeooOxigHo po3MictuTd DNSKEY 3anuc B
IOMY JIOMEH1 Ta BiANOBiAHUI oMy DS 3amuc B PeecTpi tomeHy BUIIOTO PiBHS.
Ony6mikoBanuii DS 3amuc BCTAaHOBITIOE JIaHITIOKOK JIOBIPH BiJl JOMEHY BHIIIOTO
PIBHS JIO MIAPSTHOTO JOMEHY.

2. Tepminu Ta BUBHAYCHHA

Peectp - indopmartiiino-TexHIYHA cCUCTeMa OOPOOKH TaHUX, 1110 MICTUTh
1H(popMaIlito po JOMEHHI IMEHa, ajpecu Mepexi, Peectpatopis, PeectpaHTiB Ta
KOHTaKTHHX 0c10 PeectpaHnTiB, Ta Hagae iHTepdeiic s podotu PeectpaTopiB 3riiHO
3 npuiHATUM Pernamenrom.

AaMiHicTpaTop my0JiYHOr0 J0MeHYy - 0co0a, 0 3/11ICHIOE 3aX0/H 3
aJIMIHICTPATUBHOTO CYNPOBOAY MyOJIIYHOTO IOMEHY Ta 3a0€3MeYeHHS oro
mpare3 aTHOCTI.

Onepatop Peectpy — 0coba, 1110 3/11HCHIOE 3aX0AH 3 TEXHIYHOTO CYTPOBOY
Peectpy.

PeectpaTop - oco0a, 1mo Hagae PeectpanTy nociayru 3 peectparii Ta
CYyHpOBOJIy JOMEHHOTO IMEHI.

PeecTpaHT - 0co0a, B iHTEpecax SKOi 311MCHIOETHCS peecTpalis Ta
JieJIeryBaHHs PUBATHOTO JOMEHHOTO IMEHI.

JloMeH — CHMBOJIbHE ITO3HAYCHHS 00J1acTeil B Mepexi [HTepHeT, 1m0 6a3yeThes
Ha 1€pApXI4HIi CTPYKTYypi Ta JO3BOJISIE BA3HAYUTHU JOMEHHI IMEHA.

JlomeHHe iM'sl — CHMBOJIbHE TTO3HAYCHHS, SIKE CITY>KUTh JIJISl apecarlii By3JIiB
Mepexi [HTepHeT 1 po3TanoBaHUX Ha HUX MEPEKEBUX pecypciB (BeO-caiTiB,
CEpBEPIB €JIIEKTPOHHOT MOIITH, MEPEKEBUX CEPBICIB) B 3pYUHIH I TIOIMHU HOpMmI.

Cepsep imen (NS) - cnenianizoBaHuid IPOrpaMHO-aNapaTHUN KOMILIEKC B
Mepexi [HTepHeT, 110 3a0e3meuye B3aeMO3B's130K JOMEHHUX IMeH Ta [P aapec.

DNS - koMm'toTepHa po3MnoiyieHa cucTeMa sl OTpUMaHHs iHpopMariii mpo
JIOMEHH.

DNSSEC - € po3mmpenssaM icHyro4oi cuctemu DNS, sika 3a6e3neuye
ayteHTudikamiro ganux DNS Ta no3Bossie mepeBipsATH, 110 BMICT BianoBiai DNS He
OyJ10 3MIHEHO.

DNSKEY - 3anuc, 1110 MiCTUTb BIAKPUTHUM KITFOY TIAMUCY, SKUH MOXHA
BUKOpUCTOBYBaTH AJis niepeBipku mianucie DNSSEC.

DS — 3anuc mignucyBava AenIeryBaHHsl, 110 MICTUTh AaHi UG POBOTO IMiAMHUCY
JUIsl JOMEHHOTO IMEH1 Ta BUKOPUCTOBYETHCS JJIsI 1ICHTU(DIKALIIT KITF0Ya MiAMUCY
DNSKEY. Mictuth Ter kiatoua, aropuTM, TUIT JalIKECTy, Al IKecCT.



3. Inrepeiic podoru 3 posmupenasasm DNSSEC.

3aranpHa cnenudikaris po3mupenas DNSSEC Buznauena B RFC5910:
Domain Name System (DNS) Security Extensions Mapping for the Extensible
Provisioning Protocol (EPP).
B Peectpi peanizoBanuit Tun intepdeiicy DS Data Interface (3rimno RFC5910).
IToBHa cxema posmmpenass DNSSEC: https://eunic.net.ua/epp/secDNS-1.1.xsd

Peectp mpuiimae DS 3anucu Big peectpatopiB uepe3 EPP intepdeiic abo uepes web-
iHTepdeiic. DS 3anuc mae BiANOBIAaTH CTaHAapTaM, 3a3Ha4YeHUM Yy po3auii 11 manoro
Permamenry.

IaTepdeiic pobotu 3 po3mmpennssMm DNSSEC 103BoJisie BUKOHYBAaTH HACTYITHI
oreparii:

1 orpumanHs iHPopmaii npo DS 3anucu neneroBaHoro Jo0MeHy
CTBOpEHHs IoMeHy 3 DS 3anucom
nogaBanHs DS 3anucy o paHilie JejIeroBaHoro 10MEHY
3miHa DS 3amnucy B generoBaHomMy qoMeH1
BuganieHHs DS 3anucy B feneroBaHoMy JIOMEHi
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Inrepdeiic podbotu 3 po3mmpennsim DNSSEC He nependadae poOoTy 3
kimovamu (Key Data Interface srimno RFC5910). InTepdeiic He miaTpumye orii
maxSiglife Ta urgent.

Posmupennss DNSSEC BHOCUTB 3MiHM Y BIJITIOBIIb CEPBEPA HA 3AITUT
<domain:info> 3a ymoBu Bukopuctanasi DNSSEC y nomeHi, 11010 SKOro 3po0eHo
3aIluT.

Posmupennss DNSSEC, 3a yMmoBH 100 BUKOPHCTAaHHSI, BHOCHTH 3MIHU B
KoMaHu KiieHTa <domain:create> ta <domain:update>.

Posmmpennss DNSSEC He BHOCUTB 3MiH 10 kKoMaHau <domain:transfer>,
poTe MpH crpoO1 NepeBeeHHs TOMEHHOTO iMeHl1, ianucanoro DNSSEC, no
peecTparopa, SKUil He MIATPUMYE 1€ pO3LIUPEHHs, TpaHchep Oye BIIXUICHO.

3a3HayeHe po3IMpPEHHs HE BIUIMBAE Ha poboTy komana <domain:check>,
<domain:delete>, <domain:renew> ta <domain:restore>. ¥ BuIaJKy BUKOHAHHS
koMaH U <domain:restore> 11010 10MeHny, sikuii MaB DS 3amnucu, BoHu
BIIHOBJIFOIOTHCSI PA30M 13 JJOMEHOM.

4. Orpumanns iHdopmauii npo DS 3anmcu 1e1eroBaHoro 10MeHy

VY BignoBini EPP-cepBepa Ha 3anuT <domain:info> HamaeTscs iHpopMmartis
npo DS 3anucu nenerosanoro qomeny 3rigno RFC5910.

5. CTBopeHHs aomeny 3 DS 3anucom

B 3asBI111 Ha peecTpallito JOMEHHOTO iIMeH1 Moke OyTu 3a3HaueHuit DS 3amnuc,
1o BianoBigae DNSKEY 3anucy nigpsgHoro nomeny. [pu peectpartiii 1oMeHy, Ha


https://hostmaster.ua/epp/secDNS-1.1.xsd

cepBepax IMeH, 10 BKa3aHl y 3aMuTi, BXKe MOBUHEH ICHYBAaTH BIJAMOBITHUM IOMEH Ta
chopmoBanuit DNSKEY 3amnuc, mo Bianosigae HagiciaHomy B 3anuti DS 3anucy.
EPP-cepBep BUKOHYE MepeBipKy BiAMOBIAHOCTI HagicaaHoro DS 3anucy Ta 3anucy
DNSKEY miapsgHoro A0MeHy Ha BCIX BKa3aHUX cepBepax iMeH. JlIoMeH JeneryeThes
HE3aJIeXKHO BiJl pe3yJIbTaTiB MEPEBIPKH, ajie Y BUMAJIKY, AKIIO Hamicianuii DS 3amuc
He BignoBigae DNSKEY 3anucy minpsigHoro noMeny, KpiM MOBIAOMIIEHHS TTPO
pEECTpaIliio TOMEHY, PEECTPATOPY HAJICUIIAETHCS TIOTIEPEHKEHHS PO BIJCYTHICTh
BignosinHoro DNSKEY 3anucy y migpsiaiHoMy TOMEHI.

MaxkcumalibHa KUTBKICTh 3anuciB DS 1151 0THOTO JOMEHY — IITICTh 3aMHuCiB.
k1o HajxicnaHa KJIIEHTOM KOMaH/Aa MPU3BEAE 10 CTBOPEHHs Outbie 6 3anuciB DS,
TO OTepallis He BUKOHYEThCS, a KIIEHTY MMOBEPTAETHCS TTOBIJOMIICHHS PO MIOMUJIKY .

6. lonaBanus DS 3amucy 10 paHilie 1eJ1eroBaHoOro 10MeHy

st nogaBanHst HOBoro DS 3amucy 70 paHilie 1eJIeroBaHoro J10MeHy
BUKOPHUCTOBY€EThCS KomaHaa <domain:update>. [Ticns nogaBanns DS 3anucy
BUKOHYEThCS TiepeBipka BianosinHocTi DS 3amucy 7o DNSKEY 3anucy migpsiaHoro
nomeny. Skmo DNSKEY 3anmc He BiamoBiiae HaaicianoMy 3anucy DS, To
peeCTpaToOpy HAJCHUIIAETHCS MOTMEPEHKEHHS PO BiACYTHICTH BiamoBigHoro DNSKEY
3aMuCy y MAPSTHOMY JTOMEHI.

B xomanni moxHa mogatkoBo 3a3HaunT DNSKEY 3ammc migpsigHOoro 1oMmeny
Juist Hajgicnanoro DS 3anucy. B Takomy BUnaky nepeBipka BianoBigHocTi DS
3anucy 1o DNSKEY 3anucy miipsiiHOro 1o0MeHy IPOBOJAUTHCS JJO BUKOHAHHS
orepartii. ¥ BUMAAKy HE IPOXOJKEHHS NEepeBIPKHU, onepalist foaaBaHHs DS 3anucy
HE BUKOHYETHCS, a KITIEHTY MTOBEPTAETHCS TIOBIIOMJICHHS TIPO TMTOMUJIKY.

MakcuMarnbHa KIIbKICTb 3anuciB DS j1st 0IHOTO TOMEHY — IIICTh 3aIHUCIB.
Skiio HaicIaHa KIIIEHTOM KOMaH1a MpU3Be/ie 10 CTBOPEHHs Oublie 6 3amuciB DS,
TO Olepallisi He BUKOHYEThCS, a KJIIEHTY MOBEPTAETHCS OBIAOMIICHHS PO MOMUJIKY .

7. 3mina DS 3anucy B paHinie 1eJ1eroBaHoMYy JI0OMeHi

3MiHy 3aIllMCy B paHillIe JeJIErOBAHOMY JIOMEHI MOKHA ITPOBECTHU 32
JIOTIOMOTOI0 TIOCITIIOBHOCTI onepaliid: Buganenus DS 3anucy Ta 7o1aBaHHS HOBOTO
DS 3anucy. Takox 110 110 MOKHA BUKOHATH 32 JOMIOMOI'OK0 OJIHIET onepariii
<domain:update>. B Takomy BUNaJIKy B pO3IIMPEHH] HEOOX1AHO 3a3HAYUTH KOMaHIy
BUJIAJIEHHS IEBHUX a00 ycix DS 3anucis, micis poro B Mexax TOro K pO3IIUPEHHS
JIOA€ThCsl OAMH ab0 nekinbka HoBuX DS 3anuciB. B pe3ynbTaTi BHeCeHHs 3MiH B DS
3aIMCH, MaKCUMaJIbHa KUTBbKICTh DS 3anmmciB He MOBUHHA MICPEBUIIYBATH IIECTH.
Skiio HagicIaHa KIIIEHTOM KOMaH1a MpU3Be/ie 10 CTBOPEHHS Oublie 6 3anuciB DS,
TO OIepallisi He BUKOHYEThCS, a KIIEHTY MOBEPTAETHCS MOBIAOMIICHHS PO MOMUJIKY .
[Ticns mpoBeneHHs oneparlii 3Miau DS 3amuciB BUKOHY€ETHCS MepeBipKa
BiAmoBigHOCTI Hagiciaanoro DS 3ammcy ta 3anucy DNSKEY miapsaHoro noMeny.

B xomaHni MoxxHa 101aTK0BO 3a3HaunT DNSKEY 3amuc miapsgHoro 1oMmeHy
quig Hagicnanoro DS 3anucy. B Takomy Bumajky nepesipka BianoBigHocTi DS
3anucy 1o DNSKEY 3anucy miipsiiHoro 1o0MeHy IpOBOAUTHCS O BUKOHAHHS



ornepartlii. Y BUMaKy HE IPOXOJKEHHS MEepPEeBIPKHU, onepallist foaaBaHHs DS 3anucy
HE BUKOHYETHCS, a KITIEHTY MOBEPTAETHCS MOBIIOMIIEHHS ITPO MOMUJIKY.

8. 3mina NS 3anuciB y nomeni 3 ichyrouum DS 3anucom

[Tpu 3Mmini NS 3anuciB BAKOHY€ETHCS IEpeBipKa HAsIBHOCTI HA HOBUX cepBepax
imeH BignoBigHoro(nx) DNSKEY 3anucy(iB). Y Bunaaxky Moro BiJICyTHOCTI, 3MIHU
BHOCSITHCSA, & PEECTPATOPY HAJACHIAETHCS MONIEPEIKEHHS PO BiACYTHICTD
BinnmoBigHoro DNSKEY 3anucy y miapsimHOMY TOMEHi.

9. Oco0smmBocTi komanau transfer aias1 1omeny 3 DS 3anucom

VY BUIAJKYy, SKIIO JOMEH 3 iCHyrounM DS 3amucom nepenaeThes Bia
peectpaTopa, 1o niaTpumye podoty 3 posmupenasm DNSSEC, no peectpaTopa, 1o
HE MATPUMYE poOOTY 3 TAKMM PO3IIUPEHHSM, CIIOYaTKy MOTOYHMI Peectparop mae
BUJAIUTH yci DS 3anucu B JOMeH1 BUIIOTO PiBHS, a MOTIM HOBUHM peecTpaTop Mae
MOJIaTH 3alUT Ha TpaHcdep AJOMEeHy. SIKII0 Ha MOMEHT HaJIXOJKEHHS 3alUTy Ha
TpaHcdep Bij peecTpatopa, sikuii He niarpumye posmmpenas DNSSEC, y nomeni
icHyroTh DS 3amucu, TO Takuii 3anUT BIAXUISETHCS 3 TIOB1IOMJICHHSM MIPO MTOMUJIKY.

10. Bunasenns: DS 3anucy B Aej1eroBaHoMy J10MeHi

[Ipu oTpumaHHI1 BiJl peecTpaTopa 3anuTy Ha BUjajieHHs DS 3anucy, uei 3amnuc
BUJIAISIETHCS 3 JOMEHY BHIIIOTO PiBHSI.

Bunanenns DS 3amnucy B JiefileroBaHOMY JOMEH1 BUKOHYETHCS 32 JIOTIOMOT'OF0
posmupeHHs B koManai <domain:update> 3rigHno RFC5910. 3anucu DS MoxyTh
OyTu BUAaIeH1 BUOIPKOBO ab0 BC1 OJTHOYACHO.

Bunanenns Bcix DS 3amuciB (6e3 1o1aBaHHS HOBUX) MPU3BOIUTD J10
neaktuBaiii DNSSEC niis nporo pomeny.

11. OcobsuBocTi onepauiii 3 DS 3anucom a1t web-intepdeiicy

[Tpu po6oTi uepe3 web-iaTepdeiic mocTymHI oneparlii fogaBannas DS 3amucy B
paHilie 1eJeroBaHoMy JA0MeH1 Ta BunaieHHs DS 3anucy. [lepen BukoHaHHAM
onepauli foaaBaHHs DS 3anuc 10AaTKOBO MEepeBIpSA€ThCS HA BIANOBIIHICTb
DNSKEY 3anucy Ha cepBepax iMeH HiAPAIHOTO JOMEHY. Y BUIAAKY
HEBIJIMOBITHOCTI — ONEpallisi HE BUKOHYETHCS, a KIIIEHTY TOBEPTAETHCS
MOBIJJOMJICHHSI PO OMMJIKY.

12. CtangapTu, 0 MiATPUMYE PEECTpP

Homepu anroputmiB, 110 cranaapTu3oBati it Bukopuctands y DNSSEC,
HaBeJieH1 Ha caiiTi [ANA 3a HacTymHOO aJpecoro:
https://www.iana.org/assignments/dns-sec-alg-numbers/dns-sec-alg-numbers.xml
Peectp npuiimae DS 3anucu, sxmo Bianosigauit DNSKEY ctBopenwmii 3a



https://www.iana.org/assignments/dns-sec-alg-numbers/dns-sec-alg-numbers.xml

aNrOpUTMaMU:

1 8 RSA/SHA-256
10 RSA/SHA-512
13 ECDSA Curve P-256 with SHA-256
14 ECDSA Curve P-384 with SHA-384
15 Ed25519
16 Ed448
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Homepu anroputmiB, 110 cTanaapTru3oBaHi st DS 3anuciB HaBeAeH1 HA CalTi
IANA 3a HacTynmHO aJIpecoro:
https://www.iana.org/assignments/ds-rr-types/ds-rr-types.xhtml
Peectp npuiiMae DS 3anucu cTBOpeHi 3a airOPUTMaMHU:

02 SHA-256
14 SHA-384

13. Ilopsinok BHeceHHs 3MiH 10 PerinameHnTy

VY pazi HeoOxigHocTi Oneparop Peectpy moxe BHOCUTH 3MiHM 10 Permamenty
posmupenass DNSSEC. 3minu 1o Pernamenty myOmikytoTecst Ha caiiti Oneparopa
Peectpy muist o3HaiOMIIEHHS OJHOYACHO 3 BIMOBITHUM TTOBIJOMIICHHSIM
AMiHICTpaTOpiB MyONIYHUX JOMEHIB Ta Peectparopis. 3miHu 10 Pernamenrty
MOXYyTh BHOCUTHCS 32 30 JTHIB O BBEJICHHS 3MiH B JiIO.

V pasi HaranbHOI HEOOX1JHOCT1, BHECEHHS 3MiH J10 PernaMeHnty moxe
3MIIACHIOBATUCS OJIHOYACHO 3 iX MmyOutikaiieto Ha cailTi Onepartopa Peectpy
OJIHOYACHO 3 BIJMOBITHUM MOBIJOMJICHHSIM AJIMIHICTPATOPiB MyOJIYHUX IOMEHIB Ta
Peectparopis. [1ig mOHATTSIM HarajabHOT HEOOX1THOCTI PO3YMIIOTHCSI YMOBH, 3a SIKUX
nojanelie HaganHs nocayr Onepatopom PeecTpy HeMoxIMBe 0€3 BHECEHHS
BIIIOBITHHUX 3MIH.


https://www.iana.org/assignments/ds-rr-types/ds-rr-types.xhtml



